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Coca-Cola Beverages Africa (Pty) Ltd

(Registration Number 2016/050997/07)

Privacy Policy

Coca-Cola Beverages Africa (Pty) Ltd, its affiliates, controlled subsidiaries and entities in which it either owns
a majority interest or manages operations (collectively referred to as “CCBA”) respects the privacy of its
stakeholders and is committed to protecting such privacy in accordance with Applicable Data Protection

Laws.

This Privacy Policy (“Policy”) sets out the minimum basis for which CCBA, its Personnel and/or its Operators
may Process Personal Information and further provides for appropriate and consistent safeguards for

Processing Personal Information.
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INTRODUCTION

CCBA for the purposes of carrying out its business and related objectives, does and will from
time to time, Process the Personal Information of living individuals and legal entities (including
public and private entities), employees and staff, prospective employees and job applicants,
students and interns, service providers and contractors, vendors, customers, and other third

parties.

CCBA is obligated to comply with Applicable Data Protection Laws and the data protection
conditions set out therein with respect to the processing of all and any Personal Information.
This Policy describes how CCBA will discharge its duties to ensure continuing compliance with
Applicable Data Protection Laws in general and the information protection conditions and

rights of Data Subjects.
KEY TERMS AND DEFINITIONS

When used in this Policy,

o "Applicable Data Protection Laws" means all national, state or local laws, regulations,
ordinances, or other government standards relating to the privacy, confidentiality or
security of Personal Information, including any imposing rules regarding minimum security
requirements, for the secure disposal of Personal Information, a prohibition of
unauthorized access, acquisition or use of Personal Information, or any laws governing data
privacy, data security or data retention generally;

e "CCBA" means Coca-Cola Beverages Africa (Pty) Ltd, its affiliates, controlled subsidiaries
and entities in which it either owns a majority interest or manages operations, which alone
or jointly with others, determines the purposes and means of the Processing of Personal
Information;

e "Controlling CCBA Company" means Coca-Cola Beverages Africa (Pty) Ltd;

e '"Data Subject/s" means a data subject as defined in terms of Applicable Data Protection
Laws;

o "Information Officer" means an information officer or data protection officer as defined in
terms of Applicable Data Protection Laws;

o "Personal Information" means any information defined as personal information or
personal data in terms of Applicable Data Protection Laws, and that is recorded in any form,
and includes without limitation, information related to:

o race, gender, sex, pregnancy, marital status, national, ethnic or social origin, colour,
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sexual orientation, age, physical or mental health, well-being, disability, religion,
conscience, belief, culture, language and birth;

o education, medical, financial, criminal or employment history;

o any identifying number, symbol, e-mail address, physical address, telephone, number,
location information, online identifier or other particular assignment;

o  biometric information of the Data Subject;

o the personal opinions, views or preferences of the Data Subject;

o correspondence sent by the Data Subject that is implicitly or explicitly of a private or
confidential nature or further correspondence that would reveal the contents of the
original correspondence;

o views or opinions of another individual about the Data Subject;

o the name of the Data Subject if it appears with other Personal Information relating to
the Data Subject or if the disclosure of the name itself would reveal information about
the Data Subject; and

o anyinformation categorised as “Sensitive Personal Information” or “Special Personal
Information” under Applicable Data Privacy Laws;

e "Personnel" means any and all employees, interns, trainees and other employees of any
kind who are employed by CCBA;

e "Processing" has the meaning as defined in Applicable Data Protection Laws and the
terms "Process" and "Processed" shall have corresponding meanings;

e "Operator/s" means a person who Processes Personal Information for a Responsible Party
in terms of a contract or mandate, without coming under the direct authority of that
Responsible Party, and includes a “Processor” or “Data Processor” as such term(s) may be
defined in Applicable Data Protection Laws;

e "Recipient/s" is any natural or legal person, public authority, agency or another body, to
which Personal Information is disclosed, whether a third party or not;

o "Responsible Party" means a public or private body or any other person which, alone or in
conjunction with others, determines the purpose of and means for Processing Personal
Information and includes a “Controller” as such term may be defined in Applicable Data
Protection Laws; and

e "third party" means a natural or legal person, public authority, agency or body other than
the Data Subject and other than the Controlling CCBA Company, Operator and other
persons who, under the direct authority of the Controlling CCBA Company or an Operator,

are authorized to Process Personal Information.
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3. BASIC PRINCIPLES OF PROCESSING

3.1 CCBA, its Personnel and its Operators respect the privacy rights and interests of each Data

Subject and adhere to the following data protection conditions when Processing Personal

Information:

Accountability: The Responsible Party must ensure compliance with Applicable Data
Protection Laws. A privacy compliance framework must be established. An internal
Information Officer to champion compliance with Applicable Data Protection Laws must be
appointed.
Processing limitation: The collection of Personal Information must:

o Be with the consent of the Data Subject

o Not be excessive

o Be legally justifiable

o Not be collected from third parties without a legitimate purpose
The Responsible Party must develop procedures / policies to ensure that Personal
Information is processed in a reasonable manner.
Purpose specification: Personal Information must only be collected in connection with a
specific purpose related to the function or activity of the Responsible Party collecting the
information. Personal information must not be stored for longer than necessary.
Restriction on further processing: Once Personal Information has been collected and lawful
Processing has occurred, the Responsible Party may only further Process that data in
limited circumstances. These limited circumstances are determined based on whether the
purpose of the further Processing is compatible with the previously defined purpose.
Information quality: The Responsible Party must ensure that any Personal Information in
its possession is complete, accurate, not misleading and updated when necessary. In
maintaining information quality, the Responsible Party must consider the purpose for
which the Personal Information is collected or further Processed.
Openness: The Responsible Party must take reasonably practicable steps to ensure that
Data Subjects are aware that their Personal Information is being Processed and the reason
for such Processing.
Security Safeguards: The Responsible Party must secure the integrity and confidentiality of
any Personal Information in its possession or under its control by taking appropriate and
reasonable technical and organizational measures to prevent loss, damage, unauthorized
destruction of, and unlawful access to the Personal Information in its possession.

Data Subject Participation: Data Subjects must be allowed access to their Personal
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Information and to request that their Personal Information is corrected, updated or deleted

if inaccurate.

Any Personnel and/or Operators acting under the authority of CCBA, who have access to
Personal Information, will not process Personal Information except on instructions from CCBA.
Access to internal CCBA systems that contain Personal Information shall be limited to a select
group of authorized CCBA Personnel and/or Operators who have a business need to access
particular Personal Information. Personnel and Operators are given access to such systems

through the use of a unique identifier and password and other access control mechanisms.

Personnel and Operators who require permanent or regular access to Personal Information are
bound by non-disclosure and confidentiality agreements, instructions and policies intended to

protect the confidentiality of Personal Information.

Appropriate training will be provided to Personnel who have permanent or regular access to

Personal Information or who are involved in the Processing of Personal Information.
PURPOSE OF DATA PROCESSING AND JUSTIFICATION BASIS

CCBA will Process Personal Information only in the following limited circumstances:

e Consent: where the Data Subject, or a competent person where the Data Subject is a
minor, consents to the Processing;

e  Contractual Necessity: where the Processing is necessary for CCBA’s performance,
execution or termination of a contract to which the relevant Data Subject is a party, or in
order to take steps at the request of the Data Subject before entering into such a contract;

e legal Obligation: where the Processing is necessary for compliance with a legal obligation
arising under a law to which CCBA is subject;

e [legitimate Interest: where Processing of Personal Information is necessary for the
purposes of legitimate interests pursued by CCBA or a third party, unless the interests of
the Data Subject are overridden, in the circumstances, by the privacy-related interests or
fundamental rights and freedoms of the relevant Data Subject. Legitimate interests could
be a lawful basis for Processing, when the Data Subject can reasonably expect at the time
and in the context of the collection of his/her Personal Information that Processing for a
given purpose may take place. Examples of purposes of Processing that could be based on
the legitimate interests include, but are not limited to fraud detection, responses to

requests of individuals, protection of CCBA's interests (e.g. to respond to requests from
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government agencies);

Vital Interest: where the Processing is necessary in order to protect the vital interests of a
Data Subject; or

Public Interest: where the Processing is necessary for the performance of a task carried out

in the public interest or in the exercise of a public law duty by a public body.

4.2 Processing operations falling under one of the points set out in section 4.1 above, notably

include the following, and CCBA will use the Personal Information it collected about a Data

Subject for the following purposes:

Providing products and services as requested by customers and consumers, including
product and service delivery, customer service and support, account and billing
management and to provide other related services;

Managing CCBA’s ongoing relationship with Data Subjects, including managing contractual
or other obligations, interacting and communicating with Data Subjects about CCBA
products or services as well as special offers and promotions;

Allowing Data Subjects to register and participate in promotions, special offers, loyalty
programs, prize draws etc.;

Data analytics to derive trends and to improve CCBA products and services;

Concluding contracts and business transactions;

Confirming, verifying and updating Data Subject details;

Managing the CCBA workforce, including providing benefits and entitlements (such as
compensation and benefits) to Personnel;

Complying with employment and labour laws, regulations, and requirements;
Communicating with Data Subjects including Personnel, business partners, consumers and
customers;

Screening and evaluating prospective Personnel, vendors and business partners to ensure
their compliance with applicable legal requirements, industry standards and CCBA policies;
Protecting the rights and freedoms of CCBA, its customers, consumers, business partners,
and Personnel;

For the detection and prevention of fraud, crime, money laundering or other malpractice;
Processing operations in the context of mergers, acquisitions and other corporate
operations;

Complying with legal requirements;

Protecting and enhancing the security and safety of CCBA and individuals including

customers, consumers, business partners, and Personnel; or
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Processing carried out in the context of the use of cookies and other similar technologies.

When the Processing of Personal Information is based on the consent of the Data Subject, CCBA

and its Personnel will obtain clear and explicit consent from the Data Subject.

For the consent of minors, the requirements stipulated under section 12 below must be

considered in addition.

CCBA will not process Special or Sensitive Personal Information except where:

The Data Subject has given his/her explicit consent to the Processing for one or more
specified purpose;

Processing is necessary for the purposes of carrying out the obligations and exercising
specific rights of CCBA or of the Data Subject (i.e. in the field of employment and social

security and legislative obligations);

the Processing is necessary to protect the Data Subject's vital interests and the Data
Subject is physically or legally incapable of giving consent;

Processing relates to Personal Information which is manifestly made public by the Data
Subject; or

Processing is necessary for the establishment, exercise or defence of legal claims or

whenever a regulatory body, agency, or judicial authority requires this in its official

capacity.

CCBA will collect and Process, inter alia, the following types of Personal Information:

Contact details: such as name, address, phone number, email address, country of
residence, emergency contact details as well as professional contact details, such as
company and job title.

Correspondence: such as the content, date and time of emails, chats, social media
messages and other communications with Data Subjects.

Login credentials: such as username and (hashed) password, recovery email address,
secret questions and security logs.

Payment information: such as (company) bank account number, invoices, and other
information necessary to make or receive payments.

Personal characteristics: such as age, gender, date of birth, place of birth, civil status and
nationality.

Preferences: such as personal preferences for CCBA products and services, lifestyle and
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social circumstances, family circumstances (for example, marital status and dependents),
languages and marketing preferences.

Customer and vendor classification information: such as unique categories defined by the
size, sector, geographical location and other parameters.

Transaction information: such as purchases, customer account information, order and
contract information, delivery details, billing and financial data, creditworthiness and
transaction history.

User-generated content: such as postings on any blogs, forums, wikis and any other social
media applications and services that we provide.

Public information: including information that is available on the Internet, such as social
media information, public records and news reports.

Vendor screening information: such as professional qualifications, licenses and
certificates, work permits, government identification documents, potential conflicts of
interest, and ultimate beneficial ownership, each as permitted or required by applicable
law.

Referral and business leads: such as contact details about referrals and business leads
received from business partners.

Stakeholder data: such as information about public authority figures and other
stakeholders collected from agencies or public sources.

Website and service usage information: such as the host name and IP address of a device,
browser type and version, operating system, the pages visited, the time and duration of
visits and the referring website.

Cookies: small data files that are placed on a computer or mobile device when a Data
Subject visits a website or uses an online service. CCBA may use cookies and other similar
technologies on CCBA websites and other services. For more information about CCBA's
use of cookies, please see the CCBA Cookie Policy.

Video footage: such as information captured on security systems, including closed circuit

television (“CCTV”").

CCBA may collect Personal Information about a Data Subject directly from the Data Subject,
from third parties, agencies, public sources such as information available on the internet, as

well as automatically, such as through the use of the CCBA website.
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INFORMATION OFFICER

CCBA has appointed an Information Officer who champions compliance with Applicable Data
Protection Laws and this Policy on behalf of CCBA. The Information Officer can be reached at

privacyoffice@ccbagroup.com.

CCBA has registered the Information Officer in accordance with Applicable Data Protection

Laws.

RIGHTS OF THE DATA SUBJECT

CCBA and its Personnel will ensure that Data Subjects are able to exercise their rights with
regard to the Processing of Personal Information, including the:

e Right to be notified,;

e  Right of access by the Data Subject;

e  Right to rectification;

e Right to erasure;

e  Right to restriction of Processing;

e Right to data portability;

e Right to object against the Processing;

e Right not to be subject to automated decision making; and

e Right to lodge a complaint with the relevant data protection authority.

Data Subjects may exercise their rights at any time by sending an email to

privacyoffice@ccbagroup.com.

TRANSFER OF PERSONAL INFORMATION INTERNATIONALLY

CCBA shall ensure that Personal Information will only be transferred internationally in
compliance with the provisions of Applicable Data Protection Laws. Personal Information may
be shared internationally in accordance with Applicable Data Protection Laws and/or under one
or more agreements which safeguard the integrity of the Personal Information and the privacy

rights of the Data Subject/s concerned.
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STORAGE AND ERASURE OF PERSONAL INFORMATION

CCBA will retain Personal Information in a manner consistent with its legal obligations and

consistent with its data retention policies and procedures.

CCBA shall ensure that Personal Information is kept in a form which permits identification of
Data Subjects for no longer than is necessary for the purposes for which the Personal

Information is Processed.

CCBA will securely erase Personal Information when:

e the Personal Information is no longer necessary in relation to the purposes for which it was
collected or otherwise Processed;

o the Data Subject withdraws consent on which the Processing is based and where there is
no other legal ground for the Processing;

e the Data Subject objects to the Processing and there are no overriding legitimate grounds
for the Processing; or

e the Personal Information has been unlawfully Processed.

The principles set out under section 8.3 above will not apply when Processing is necessary for

compliance with a legal obligation which requires CCBA to keep Personal Information.
OPERATORS AND SHARING OF PERSONAL INFORMATION

CCBA will share Personal Information with selected Operators that deliver products and

services.

CCBA will only work with Operators on the basis of written agreements that set out the
purposes of the Processing and established data protection requirements. CCBA and its
Personnel will ensure that Operators comply with their obligations under the agreements with
CCBA and Applicable Data Protection Laws.

RECIPIENTS

CCBA will disclose Personal Information to recipients when at least one of the following applies:

e The Data Subject has given his/her consent;

e  Processing is necessary for the performance of a contract to which the Data Subject is
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party, or in order to take steps at the request of the Data Subject prior to entering into a
contract;

e  Processing is necessary for compliance with a legal obligation to which CCBA is subject;

e  Processing is necessary in order to protect the vital interests of the Data Subject or of
another Data Subject;

e Processing is necessary for the performance of a public law duty by a public body;

e  Processing is necessary for the purposes of the legitimate interests pursued by CCBA or by
a third party; or

e  Where required in an emergency where the health or security of a Data Subject is

endangered (e.g., an accident at work).
11. DIRECT MARKETING

11.1 CCBA and its Personnel will Process Personal Information to conduct direct marketing when the
Data Subject has provided his/her prior express consent and/or as otherwise authorized by

Applicable Data Protection Laws.
12. CHILDREN

121 CCBA will not allow the Processing of the Personal Information of a minor where the minor is

below the age of 18 (eighteen) years.

12.2 CCBA and its Personnel will only Process Personal Information of a minor if:
e prior consent is obtained from a competent person (parent or legal guardian);
e itis necessary for the establishment, exercise or defence of a right or obligation in law;

e itis necessary to comply with an obligation of international public law.
13. DATA SECURITY

13.1 CCBA will take appropriate technical and organisational security and other measures to ensure
that the integrity of the Personal Information in its possession or under its control is secure and
protected against unauthorised or unlawful access, use, acquisition, disclosure, interference,

modification, accidental loss, destruction, disclosure or damage.
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PRIVACY AND INFORMATION SECURITY INCIDENTS

If at any time, any person becomes aware of any privacy or information security incident
leading to the accidental or unlawful destruction, loss, alteration, unauthorized disclosure of,
or access to, Personal Information or believes that Personal Information is or has been
Processed in violation of this Policy, he/she must immediately report the concern to the CCBA

Information Officer by e-mail at privacyoffice@ccbagroup.com.

CCBA will inform affected Data Subjects without undue delay of any such breach of security
which is likely to result in a high risk to their privacy, providing them with appropriate
information about the breach, including all information required under Applicable Data

Protection Laws.

In the case of a Personal Information breach affecting Data Subjects, CCBA will without undue
delay after having become aware of it, notify the Personal Information breach to the relevant

data protection authority.

OBLIGATIONS TOWARDS DATA PROTECTION AUTHORITY

CCBA and, where applicable, its representatives, will cooperate, on request, with the relevant
data protection authority in the performance of its tasks. CCBA commits to cooperate with the
relevant data protection authority to address any complaints and comply with the advice or

orders given by the relevant data protection authority.

CCBA will respond diligently and appropriately to inquiries from the relevant data protection

authority.

IMPLEMENTATION OF AND MODIFICATIONS TO THIS POLICY

CCBA reserves the right to modify this Policy as needed, for example, to comply with changes

in laws, regulations, CCBA practices and procedures or requirements imposed by relevant data

protection authorities. CCBA will post all changes to this Policy on its websites.
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17. CONTACT US

CCBA welcomes any questions, comments, and concerns about privacy. Any questions about

this Privacy Policy or CCBA data practices may be emailed to privacyoffice@ccbagroup.com.
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